Iowa Department of Human Services

Contract No. MED 04-034-A


Attachment 4

This Attachment states the terms and conditions of the Contract for Systems and Professional Services for the Iowa Medicaid Enterprise (the “Contract”) between the State of Iowa (DHS) (the “Department”) and Iowa Foundation for Medical Care, Inc.  (the “Contractor”) effective as of July 1, 2004. The Contract, when accepted by the Department, establishes the terms of the relationship between the Department and the Business Associate.

Section 1.  Incorporated Attachment:

Whereas, the Department and the Business Associate are parties to the Contract pursuant to which the Business Associate provides or performs certain services on behalf of or for the Department.  The Department discloses to the Business Associate certain Protected Health Information ("PHI,")(as defined in 45 C.F. R. § 164.501), related to the services performed by the Business Associate for the relationship and, in connection with the provision of those services.  This PHI is subject to protection under the Health Insurance Portability and Accountability Act of 1996 ("HIPAA");

Whereas, the Department is a "Covered Entity" as that term is defined in the HIPAA implementing regulations, 45 C.F.R. Part 160 and Part 164, Subparts A and E, the Standards for Privacy of Individually Identifiable Health Information ("Privacy Rule"):

Whereas, Iowa Foundation for Medical Care, Inc. is a “Business Associate” as that term is defined in the Privacy Rule; and a recipient of PHI from the Department.

Whereas, pursuant to the Privacy Rule, all Business Associates of Covered Entities must agree in writing to certain mandatory provisions regarding the use and disclosure of PHI; and

Whereas, the purpose of this Attachment is to comply with the requirements of the Privacy Rule, including, but not limited to, the Business Associate’s contract requirements at 45 C.F.R. §164.504(e).

NOW, THEREFORE in consideration of the mutual promises and covenants contained herein, the parties agree as follows:

1. Definitions. Unless otherwise provided in this Attachment, capitalized terms have the same meanings as set forth in the Privacy Rule.

2. Scope of Use and Disclosure by Business Associate of Protected Health Information.

A. The Business Associate shall be permitted to use and disclose PHI that is disclosed to it by the Department as necessary to perform its obligations under the Contract.

B. Unless otherwise limited herein, in addition to any other uses and/or disclosures permitted or authorized by this Attachment or required by law, the Business Associate may:

(a) Use the PHI in its possession for its proper management and administration and to fulfill any legal responsibilities of the Business Associate or the Department;

(b) Disclose the PHI in its possession to a third party for the purpose of  proper management and administration of the Business Associate or the Department, or to fulfill any legal responsibilities of the Business Associate or the Department; provided, however, that the disclosures are required by law or the Department, having received from the third party written assurances that: 

(i) The information will be held confidentially and used or further disclosed only as required by law or for the purposes for which it was disclosed to the third party; and 

(ii) The third party will notify the the Department of any instances of which it becomes aware in which the confidentiality of the information has been breached;

(c) Aggregate the PHI with that of other Business Associates of the Department for the purpose of providing the Business Associate data analyses relating to the Health Care Operations of the Department.  The Business Associate  may not disclose the PHI of one Business Associate to another Business Associate without the written authorization of the Department; and

(d) Disclose or use any PHI created or received by the Department under this Contract, for other purposes, so long as it has been de-identified and the de-identification conforms to the requirements of the Privacy Rule.

3. Obligations of Business Associate. In connection with its use and disclosure of PHI, the Business Associate agrees that it will:

A.  Implement provisions to maintain the currency and accuracy of the Department’s Medicaid Agency Designated Record Set (DRS) components.

B. Provide a list of subcontractors, data interfaces and steps taken to ensure the proper handling of PHI within 30 days of execution of this Contract.

C. Implement and satisfy HIPAA’s minimal necessary (use and disclosure) requirements; to include the identification and documentation of functional/operational roles/job functions and provide that information to the Department.

D. Implement necessary HIPAA Privacy training for the entire staff, both awareness and detailed instructions for the handling of PHI.

E. Establish and receive approval of a HIPAA violation identification, reporting and resolution process from the Department.

F. Implement and promote a responsible and diligent “whistle blower” policy.

G. Assign and appoint a Privacy Officer/Representative with predefined HIPAA training and experience; additionally, the specific responsibilities of the Privacy Officer/Representative must be documented.

H. Provide a Quarterly HIPAA Compliance Report (using the Medicaid Agency approved format) commencing October 1, 2004.

I. Use or further disclose PHI only as permitted or required by this Contract or as required by law.

J. Use reasonable and appropriate safeguards to prevent use or disclosure of PHI other than as provided for by this Contract;

K. To the extent practicable, mitigate any harmful effect that is known to the Business Associate of a use or disclosure of PHI in violation of this Attachment.

L. Report to the Department any use or disclosure of PHI not provided for by this Attachment of which the Business Associate becomes aware within 2 days of discovery.

M. Require contractors or agents to whom the Business Associate provides PHI to agree to the same restrictions and conditions that apply to the Business Associate pursuant to this Contract.

N. Make available to the Secretary of Health and Human Services the Business Associate’s internal practices, books and records relating to the use and disclosure of PHI for purposes of determining the Business Associate's compliance with the Privacy Rule, subject to any applicable legal privileges.

O. Obtain consents, authorizations and other permissions from all individuals necessary or required by laws applicable to the Business Associate to fulfill its obligations under the Contract.

P. Promptly comply with any changes in, or revocation of, permission by an Individual for the Business Associate or the Department to use or disclose PHI, after receiving written notice by the Department.

Q. Promptly comply with any restrictions on the use and disclosure of PHI about Individuals that the Department has agreed to, after written notice by the Department.

R. Make available the information necessary for the Department to make an accounting of disclosures of PHI about an individual  within (15) days of receiving a request from the Department.

S. Make available PHI, that is in the Business Associate’s possession and which constitutes part of the Department’s Designated Record Set, necessary to respond to an individual’s request for access to their PHI, within ten (10) days of receiving a written notice from the Department.

T. Amend or correct an Individual’s PHI, in accordance with the Privacy Rule, when the Business Associate is the primary source of the PHI constituting part of the Department’s Designated Record Set, within fifteen (15) days of receiving a written notice from the Department that an amendment or correction is necessary.

4. Obligations of the Department. The Department agrees that it:

A. Will promptly notify Business Associate in writing of any restrictions on the use and disclosure of PHI about Individuals that the Department has agreed to that may affect Business Associate's ability to perform its obligations under the Contract.

B. Will promptly notify the Business Associate in writing of any changes in, or revocation of, authorization by an Individual to use or disclose PHI, if such changes or revocation may affect the Business Associate’s ability to perform its obligations under the Contract.

5. Termination.

A. Termination for Breach. The Department may terminate this Contract if the Department determines that the Business Associate has breached a material term of this Attachment or, alternatively, the Business Associate is required to provide the Department with notice of the existence of an alleged material breach and the Department, in both situations, will afford the Business Associate an opportunity to cure the alleged material breach.  In the event Business Associate fails to cure the breach to the satisfaction of the Department, the Department may immediately thereafter terminate this Contract.

B. Effect of Termination.

(a) Upon termination of this Contract, the Business Associate will return all PHI received from the Department or created or received by the Business Associate on behalf of the Department that the Business Associate still maintains and retain no copies of such PHI as set forth in the Contract. 

6. Amendment. The Department and the Business Associate agree to take such action as is necessary to amend this Contract from time to time as is necessary for the Business Associate to comply with the requirements of the Privacy Rule.

7. No Third Party Beneficiaries. Nothing express or implied in this Contract is intended to confer, nor shall anything herein confer, upon a person other than the parties and their respective successors or assigns, any rights, remedies, obligations or liabilities whatsoever.
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