lowa Department of Human Services
lowa Medicaid Enterprise (IME)
IME Provider Services

PRV - Reporting a Health Insurance Portability Accountability
Act (HIPAA) Incident to the Contract Administration Office
(CAO)

Purpose:

The purpose of this procedure is to identify, resolve and report a HIPAA violation to the State.
As a contractor, Provider Services staff have in their possession necessary Protected Health
Information (PHI) that is disclosed by the State to perform its obligations under the contract.

Identification of Roles:
Primary Role- Provider Services Associate Analyst

Performance Standards:
N/A

Path of Business Procedure:

Step 1: Receive concern or complaint
a. The Customer Service Representative (CSR) receives a call or written correspondence
from the provider stating that the provider received correspondence or documentations
that did not belong to them.

Step 2: Complete HIPAA Compliance Incident Report
a. The staff member completes the HIPAA Compliance Incident Report and attaches

available OnBase documentation that relates to the incident and forwards the report via
e-mail to the Associate Analyst at lhuber@dhs.state.ia.us

Step 3: E-mail the form to the Associate Analyst
a. The Associate Analyst reviews the complaint and ensures that all documentation is
attached and completes the form to report a breach of unsecured protected health
information before forwarding it to the Contract Administration Office (CAQO).

Step 4: Report the incident and resolution
a. The Associate Analyst emails the incident report and documentation to the CAO,
Stephanie Clark (Sclark2@dhs.state.ia.us) with a copy to the Department of Human
Services (DHS) Unit Manager and Provider Services Account Manger

Step 5: Save the email
a. The Associate Analyst saves the e-mail sent to the CAO in the folder titled HIPAA
Incidents found in the Associate Analyst’s personal share drive.

Forms/Reports:
Provider Services HIPAA Compliance Incident Report
Information Security Date Breach Incident Report DHS Information Security and Privacy Office
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RFP References:
N/A

Interfaces:
CAO

Attachments:

Provider Services HIPAA Compliance Incident Report

Information Security Date Breach Incident Report DHS Information Security and Privacy Office
Process Map
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PROVIDER SERVICES
HIPAA COMPLIANCE INCIDENT REPORT:

Please complete this form to report a security incident. All incidents are to be reported
immediately. E-mail this form to Linda Huber. |huber@dhs.state.ia.us

REPORTED BY:

DATE:

PROVIDER NAME:
PROVIDER NUMBER:
PROVIDER PHONE NUMBER:
DESCRIPTION OF INCIDENT:

DATE OF INCIDENT:
TIME OF INCIDENT:
WHAT WAS DONE TO CORRECT THE INCIDENT?
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Information Security Data Breach Incidemt Report

OHS Irformation Security and Privacy Office

Al secunty and privacy incidents must be reportedto, and a copy of this form filed with a
supervisorandthe OHS Securty and Privacy Office.

Stolen or lost laptops must be reported to OHS Informiation Security and Privacy Office

imrmediatel y.

Today & Do

CEE and TIE e Secdrky NCloers Fappened
Date Time

Lighe CUNEY INCoemt Was IDieooEned

DEe Secarky Mcioern FIrs: Heponed

O Diision Invoked In e Secarky Incker

a3 OFS confracior was Inaked
Comtraciar Name

Comiract Mumoer

| Incidernt Reporter

=T

TRE

Fhone

KAooTE

Srnall

Hodness

| Computer or Data Ownerf/User

=T

TR

=ane

Ernall

AoOness

=roede 3 descripfion of the Inclident
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Type of Incident Detected (check all that apply)

O “Jrus/mdicious code O Unauthorized software O Denial of service attack

O Confidential data breach O Systemstalenorlost O Cther:

O Unauthorzed acs=ss O Useraccount compromized O Unadthorzed physcal access

Irformation on Bfected Systerns (Of mukiple, attach list)

Type of computer or med@:

O Desktop O laptopiablet O Server
O Paper document O Portable media (flashdiee, 01, etc)
ifas the dataor system encrypied ™ O ‘Yes O Ho

ther infommaion availablke:

Incident L=zeszment

Mifas thi= incident a threatto a oiticd agenoyfacility senice™ O Yes O Ho
ifas thi= incident a threatto a dient's confidentality's O Yes O Ho
How manyindmidual reconds are invohoed 7

How manyindnadual (patents)are impacted™

If the numberof individual (patient =) impacted is ower 500,

does the securty incddent impact more than 500 indwdoal=

wha live inthe same sate? O Yes O Ho
Are any ofthe individuds impacted minors? O “es O Mo

Sensitivity of the Data Residing on Systern [Check for —ves")

O MNames of applicants or recipients of OH 5 servicesT (lowa Code § 217 300
O Anindividuals drst name or drst inial ard lastname? Clowa Code ch. 71500

| Information concaming the sodalor economic condtions or circumstance s of paricular
individual=who are now recening or hawve recefived semaces or asssance from OHSY
(lowa Code § 217 300

regarding a particdar individoal™ (42 CFR § <431.2000

Oriwvers license numbers or stherunique idendification number cregted or colleced by a
govemment body? (lowa Codech. 7155

State identfication numbers™

Aoy unique identification number cregbed or cdlected by 3 govemmental agenoys
(lowa Code ch. 71505

O OO O O

docess code, or pasaword that would permit accessto an individual' s firandial account™
(lowa Code ch. 7155

Information recsaived for werfying income eligibility and amount of medical assistance payments

Unique electmnicidentfier or rowing code, in combinaion with any required secuntycode,
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OO0 O O OoOooO O O

O

O

O
O

Aoy unique identification numbssr cregted or collected by 3 gowvemmental agency™?
(lowa Code ch. TA5C)

Information abott anidentifiable indwidual's diagnosizs ortreament for HR or A0S
(lowa Code § 141,89

Information about anidentifiable indvidual'streatment for substance abuse™ (42 CFR pt. 20
Addreszesof appicant= or recipients of OHS senice=s? (lowa Code § 217300

Oetails of the types of services or amount s of 3ssistance provided to identfiable individuds"
(lowa Code § 217 300

Agency eval@tions of infornmation about a particudar identifiable individial?
(lowa Code § 217 300

hiedical or psychigtric data, incduding diagnosis and past histony of disease or disability,
conceming a particularindvidual ? (lowa Code § 217 300

Social securty numbers? (lbwa Code ch. F145C)

Child abuse infommation, assesaments, or repotsT

Financial account numbers, credi card numbers, or debit card numbersthat were discheed
along with 3 secuntycode or some ormoof pasaword that would penmit aceessto anindividual’s
financid account=sY (loawa Code ch. F15C)

Unique biometric data, such a=a fingerprint, retira orinsimage, or other unique phy=ical
representation or digtd representationof biometic data™? (lava Code ch. 7150

Information created or receved by 3 division of OHS covered by HIP A% regdationstha relaes
to care provided or physical or mental staus of an identfiable individual or with which wou
regsonable beligve could beusedto identifpthe indwvidaal™? (HIPAArequlations)

Information about anidentifiable indvidual'smental heakh™ (lowa Code chs 228, 2297

Information recehsed in connection with the iderdfication of legalby liablethird party resoumres of
an identifidble indhvidoal? (42 CFR 5% <431.300-431 307

Motifications

Wias local lam enforcement notified ™ O “es O Mo
fas supervizor notfied s O ‘es O Mo

Actions Taken To-Date

What action= have been @ken to mitigate any darmage fromthis breach orto protect against frther
breachesT

Mhen completed, s3wve all changes, attach, and emailto: doowving@dhs state.ia.us
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REPORTING HIPAA INCIDENTS

STAFF

ASSOCIATE ANAYLYST

Receive concern
or compliant.
1

y

Complete HIPAA
Compliance
Incident Report.
2

Email the form to
the Associate

Report the incident
» and resolution.

Analyst.
3

4

\ 4

Save the email.
< 5 )
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